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Watermarking A Cryptographic Program

Decryption
Signing
PRF Evaluation

}Public Key Primitives 

It is impossible to watermark a learnable functionality.
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• Watermarking for PRF


‣ Single challenge unremovability from standard assumption ([KW 17, QWZ 18, KW 19])


‣ Collusion Resistant unremovability from indistinguishability obfuscation ([YAL+ 19])

Can we construct collusion resistant watermarkable PRF from standard assumption?
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We construct collusion resistant watermarkable PRF from 
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Fingerprinting Code

m* ∈ {m1, m2}
Decode

m1 w1

Encode

m2 w2

Encode
w*

Marking Assumption: 
For , if :  
      

E.G. If , 
    

i ∈ [n] w1[i] = w2[i]
w*[i] = w1[i] = w2[i]

w1 = 101,w2 = 110
w*[1] = 1
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Extensions of Basic Solution 
• Stronger Unremovability


‣ Unremovability with Marking Queries/Public Marking


‣ Unremovability with Extraction Queries


• Strong Unforgeability

Please see the paper (eprint.iacr.org/2020/695) for more details

http://eprint.iacr.org/2020/695
http://eprint.iacr.org/2020/695
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Collusion Resistant 
Watermarkable PRF

Unremovability Unforgeability

[KW 17] Marking Queries Marking Queries

[QWZ 18] Public Marking+

Extraction Queries ✖

[KW 19] Public Marking+

Extraction Queries ✖

Unremovability Unforgeability

Scheme I Marking Queries Marking Queries+

Public Extraction

Scheme II
Public Marking+

Bounded 
Extraction Queries

Marking Queries+

Public Extraction

Scheme III
Public Marking+

Bounded 
Extraction Queries

Marking Queries+

Public Extraction
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Thanks for your Attention!



