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It iIs Impossible to watermark a learnable functionality.
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o \Watermarking for public key primitives

> Collusion Resistant unremovability from standard assumption ((GKM+ 19])

 Watermarking for PRF

> Single challenge unremovability from standard assumption ([KW 17, QWZ 18, KW 19])

» Collusion Resistant unremovability from indistinguishability obfuscation ([YAL+ 19])

Can we construct collusion resistant watermarkable PRF from standard assumption?
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Warmup: Constrained PRF

Puncturing on a Set C

SK

Correctness: if x € C,F¢p(x) = F SKC(x)

Pseudorandomness: if x € C, Fx(x) is hidden given SK

Collusion Resistance: Security hold given more than one constrained keys
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Puncturing on {x*}

PRF Key (5K) Watermarked Key (5K )
Mark: Extract:
1. Generate x* 1. Generate x*
2. Puncture SK on {x*} 2. Test if the circuit is punctured on {x*}

Correctness: Programmability/Extractability/... of Constrained PRF

Security: Pseudorandomness and/or Privacy of Constrained PRF
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The Problem

Watermarked Key (SK.

m(l))

PRF Key (SK)

I: All previous instantiations are not collusion resistant

Il: Collusion resistant constrained PRF with privacy implies iO

Watermarked Ke

We construct collusion resistant watermarkable PRF from

mW =+ m? = C,.o#C, o = SK, # SK; single key secure (privately) constrained PRF

m(1) m(2)
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Puncturing on {x,;kl}
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Watermarked Key CK!) = (ckl(l), ckz(l), ck3(1)) PRF Key SK = (ski, sk, sk3) Watermarked Key CK®) = (ckl(z), ckz(z), ck3(2))

v': The bit embedded in sk, is secure
X: The adversary can still remove/modify bits embedded in sk, and sk;
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Extensions of Basic Solution

» Stronger Unremovability
> Unremovability with Marking Queries/Public Marking
> Unremovability with Extraction Queries

» Strong Unforgeability

Please see the paper (eprint.iacr.org/2020/695) for more details
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Marking Queries+
éPuinc Extraction

Public Marking+ éMarking Queries+

Public Marking+ |
[QWZ 18] Extraction Queries Scheme Il Boundgd . iPublic Extraction
s Extraction Queries:

: : Public Marking+ . :
[KW 19] Public Marking+ Marking Queries+

Extraction Queriesé Scheme lil Boundgd ~ iPublic Extraction
Extraction Queries:

[KW 17] Marking Queries %Marking Queries Scheme | |Marking Queries
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Thanks for your Attention!



