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New Security Requirement : Collusion Resilient Unremovability
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A Collusion Attack

Q: Why the collusion attack works? Unavoidable if black-box

extraction is required.

A: The collusion attacker is able to:
1. locate some/all punctured points;
2. modify/remove the embedded message via resetting
outputs on located punctured points.
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Security holds if the adversary cannot:
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Security of Our Solution

Security holds if the adversary cannot:

1. distinguish a point in X', ; and a random
point for ind & [4,5].

2. distinguish a point in 2, and that in Zs.

Security of PKE is not enough, use
Function Encryption instead (Actually,
puncturable functional encryption

presented in this work).
Security of Obfuscation is also needed.

Located Points
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.=: We present a new approach to embed messages in the watermarking setting
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What is not covered in this talk:

1. How to deal with exponentially large message space.

2. How to construct puncturable functional encryption.

3. How to construct collusion resistant watermarking schemes for PKE and signature.

Please see our paper ia.cr/2017/1201
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