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Correctness:  
Semantic Security:  

𝙳𝚎𝚌sk(𝙴𝚗𝚌pk(m)) = m
𝒜(pk, ct) ≈ 𝒮(1λ)
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ℳ ← 𝒜(pk1, …, pkn)
(mi,j)i∈[n],j∈[k] ← ℳ
For i ∈ [n], j ∈ [k] :

cti,j ← Encpki
(mi,j; ri,j)

(𝖨S, 𝖨R) ← 𝒜(ct1,1, …, ctn,k)
𝖮𝗉𝖾𝗇 = ∅
For (i, j) ∈ 𝖨S :

𝖮𝗉𝖾𝗇 = 𝖮𝗉𝖾𝗇 ∪ {(mi,j, ri,j)}
For i ∈ 𝖨R :

𝖮𝗉𝖾𝗇 = 𝖮𝗉𝖾𝗇 ∪ {((mi,j)j∈[k], ski)}
out ← 𝒜(𝖮𝗉𝖾𝗇)
(ℳ, 𝖨S, 𝖨R, out, (mi,j)i∈[n],j∈[k])
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𝙳𝚎𝚌(i, ct) :
If (i > n) ∨ ∃j ∈ [k]cti,j = ct : Return  ⊥
Return  Dec(ski, ct)
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𝙴𝚗𝚌(PK = hpk, m ∈ {0,1}) :
If  m = 0 :

x ← 𝒳
k ← 𝒦 𝒦 𝙿𝚞𝚋𝙴𝚟 𝚂𝚎𝚌𝙴𝚟

If  m = 1 :
(x, w) ← ℒ
k = 𝙿𝚞𝚋𝙴𝚟(hpk, x, w)

CT = (x, k)
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𝙳𝚎𝚌(SK = hsk, CT = (x, k)) :
k̄ ← 𝖧𝖯𝖲 . 𝚂𝚎𝚌𝙴𝚟(hsk, x)
If  k = k̄ : m = 1
Otherwise : m = 0
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𝙳𝚎𝚌(SK = hsk, CT = (x, k)) :
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Achieving Security in the Multi-Challenge Setting

Achieving CCA-Security https://eprint.iacr.org/2021/1268
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𝙺𝚎𝚢𝙶𝚎𝚗(1λ) :
hsk = (s1, s2, s3) ← ℤ3

q

hpk = gs1
1 gs2

2 gs3
3

 𝚂𝚎𝚌𝙴𝚟(hsk = (s1, s2, s3), x = (x1, x2, x3)) :
k = xs1

1 xs2
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Projectivity: , 




Universality: 
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Key Equivocability:  
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hpk = gs1

1 gs2
2 gs3

3 = gs1
1 gs′￼2
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DCR-Based Instantiation
https://eprint.iacr.org/2021/1268
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