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Correctness: Decgy(Enc,(m)) = m
Semantic Security: (pk, ct) ~ S(1%)
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PKE with  Selective Opening Security
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PKE with Receiver-Selective Opening Security
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Definition: Bi-Selective Opening Security

M — A (pky, ...,pk,)
(1 Dietn jen < A
Fori € [n],] € [K] :

Cl; ; < Encpki(mi, i)
(Ig, Ip) < (cty q, ..., Cl 1)
Open = &
For (1,)) € L :

Open = Open U {(m; ;, 1; ) }
Forie I :

Open = Open U {((m; ))ic(x)> 5K }
out «— < (Open)
(M, Lg, L, out, (m; ;)iciny ici)



Definition: Bi-Selective Opening Security

M — A(pk,...,pk,)
(mi,j)ie[n],je[k] /4
Fori € [n],j € |k] :

ct; ; < Enc, (m; ;5 7; )
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For (1,)) € L :
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Definition: Bi-Selective Opening CCA Security

M — A (pk, ..., pk )
(1 Diein e < A
Fori € [n],j € |k] :
ct; ; < Enc, (m; ;5 7; )
(I, IR) — QfDeC(ctl,l, s CLyt)
Open = &
For (1,)) € L :

Open = Open U {(m; ;, 1; ;) } M — S(1%
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Construction: Bi-Selective Opening Secure PKE

KEM = (KEM . KeyGen, KEM . Enc, KEM .Dec)
IS a secure key encapsulation mechanism.

H is a hash function modelled as a random oracle

KeyGen(1%) : Enc(PK = pk,m) : Dec(SK = sk, CT = (¢, ¢,)) :
(pk, sk) < KEM. KeyGen(ll) r— R k — KEM .Dec(sk, C1)
SK = sk (k,c;) <« KEM.Enc(pk;r) K = H(k)
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¢, =K@ m

CT = (¢, )



Security of the Construction

PK,,...,PK,

(CT; it jeln,
IS ’ IR

(7.1 My )i el
(5K, m; j)ieIR, jE[K]
>

out




Security of the Construction

PK,,...,PK, | PK,,...,PK,
. M | j M . M
(mi, ')ie[n],'e[k] — M
| o (CT: Dielnjeln,
(CT, et i, | Il L,
Lol (M )i jet, (7; o M i et
| (M; )1, ek (K m; et ek
(7; o M i et | t t
(K, M; et icli ) ou ) ou

out




Security of the Construction

PK,,...,PK

(CT; it jeln,
IS ’ IR

<

(r i M, j)(i, hae
(SK;, m; Ji€lrjElk]

out

<

1 Dien),jeny < A

Lo, Ip

<

(m; )i e,
(m; j)ieIR, i€

k]

out

>

T; Dielnl jeli,

Ls, I

<

(73, j» M )i e
(SK;, m; i€l jelk]
>

out




Security of the Construction

(CT; it jeln,
IS ’ IR

<

(r i M, j)(i, hae
(SK;, m; Ji€lrjElk]

out

<

1 Dien),jeny < A

Lo, Ip

<

(M )i jet
(m; j)ieIR, i€

k]

out

>

T; Dielnl.jelkl,

Ls, I

<

(73 j» ™ )i jres
(SK;, m; i€l jelk]
>

out




Security of the Construction

(CT; it jeln,
IS ’ IR

<

(r i M, j)(i, hae
(SK;, m; Ji€lrjElk]

out

<

1 Dien),jeny < A

Lo, Ip

<

(M )i jet
(m; j)ieIR, i€

k]

out

>

T; Dielnl.jelkl,

Ls, I

<

(73 j» ™ )i jres
(SK;, m; i€l jelk]
>

out




Construction: Bi-Selective Opening Secure PKE

KEM = (KEM . KeyGen, KEM . Enc, KEM .Dec)
IS a secure key encapsulation mechanism.

H is a hash function modelled as a random oracle

KeyGen(1%) : Enc(PK = pk,m) : Dec(SK = sk, CT = (¢, ¢,)) :
(pk, sk) < KEM. KeyGen(ll) r— R k — KEM .Dec(sk, C1)
SK = sk (k,c;) <« KEM.Enc(pk;r) K = H(k)
PK = pk K = H(k) m=K@cz
¢, =K@ m
CT = (¢, )

Achieving CCA-Security https://eprint.iacr.org/2021/1268
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Definition: Weak Bi-Selective Opening CCA
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Hash Proof System

KeyGen(1*) — (hsk, hpk)
SeckEv(hsk,x) = k
PubEv(hpk, x,w) — k

Projectivity: For any (x, w) <« &,
\ \ Seckv(hsk, x) = PubEv(hpk, x, w)

(X7, w) ¢

Universality: (hsk, hpk) < KeyGen(l’l), k — H
Hardness: x; ~. Xy forany x € X\Z, (hpk, SecEv(hsk, x)) ~, (hpk, k)
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SecEv(hsk,x) — k
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Projectivity: For any (x, w) <« &,
Seckv(hsk, x) = PubEv(hpk, x, w)

(x;, w) X, XX
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Key-Equivocable Hash Proof System

KeyGen(1*) — (hsk, hpk)
SecEv(hsk,x) — k
PubEv(hpk, x,w) — k
SampHsk(hsk, x) — hsk’

Projectivity: For any (x, w) <« &,

! ! ' SecEv(hsk, x) = PubEv(hpk, x, w)
(W) X, X

Universality: (hsk, hpk) < KeyGen(l’l), k — H
Hardness: x; ~. Xy, ~ .0 ~. % forany x € Z\Z, (hpk, SecEv(hsk,x)) ~, (hpk, k)

Key Equivocability: For any x € £,

(hsk, hpk) < KeyGen(l’I)

k = SecEv(hsk, x) (hsk, hpk) < KeyGen(1%)
hsk’ < SampHsk(Ask, x) k — H

(hsk’, hpk, k) ~  (hsk, hpk, k)
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Construction: Weak Bi-Selective Opening Secure
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Construction: Weak Bi-Selective Opening Secure
PKE

HPS = (HPS . KeyGen, HPS . SecEv, HPS . PubEv)
IS a key-equivocable hash proof system.
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Security of the Construction

(M, p)

We consider the case that each public key is used for only once.
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Construction: Weak Bi-Selective Opening Secure
PKE

HPS = (HPS . KeyGen, HPS . SecEv, HPS . PubEv)
IS a key-equivocable hash proof system.

KeyGen(1%) : Enc(PK = hpk,m € {0,1}) : Dec(SK = hsk, CT = (x,k)) :
(hpk, hsk) < HPS .KeyGen(1%) f m=0: k < HPS .SecEv(hsk, x)
SK = hsk X< f k=k:m=1
PK = hpk k— H Otherwise : m = ()
If m=1:
(x,w) « &£
k = PubEv(hpk, x,w)
CT = (x, k)

Support Multi-Bit Messages

Achieving Security in the Multi-Challenge Setting _ L
Achieving CCA-Security https://eprint.iacr.org/2021/1268
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Key-Equivocable Hash Proof System from DDH

gE€G, g =88 =88 =g"

I =GXGXG
L =1{(g.8,-8)}
c>?1 — {(gr)agyag;v) : W#W,}

(x;, w) X, M

Hardness: x; X Xy, X; R, Xx, X[ R, X[



Key-Equivocable Hash Proof System from DDH

KeyGen(l’l) : SecEv(hsk = (51, 55, 83), X = (X1, X, X3)) :
hsk = (51, 5, 83) < Z; k= X1,
hpk = g/'g,°8;’
PubEv(hpk, x, w) : SampHsk(hsk = (sq, 55, $3), X) :
' ! ! k = hpk" ) = 81,85 < 2,

(xp,w) A, X ~1
L 1 53 = a; (a18) + Ay, + a383 — a15] — 4,S5)

ds

gE€G g =g%8=8"8=¢

I =GxXGXG
L =1{(g.8,-8)}
= 10818, -83) W # W



Key-Equivocable Hash Proof System from DDH

\ v v

(x;, w) X, M

gE€G g =8"8=g82%8=¢

X =GXGX0G
L =1{(g.8,-8)}
Z=1{. 8.8 w#w'}

KeyGen(l’l) :
hsk = (51, 5, 83) < Zg k= x'x2x,]
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Universality: x = (X, X,, X3) = (glw L g2W % 83W ’)

SEeC

Ev(hsk,x) = x

Sx524%3 = gS1W1
1

SoWs _SaWs We Sy (Wr—W;) _Sa(Wr—Wwy)
02, g222g333_hpk1g22 18333 1

2



Key-Equivocable Hash Proof System from DDH

KeyGen(l’l) : SecEv(hsk = (51, 55, 83), X = (X1, X, X3)) :

hsk = (51,80, 83) < Z, k= X2
\)

hpk = g/'g,°8;’

PubEv(hpk, x, w) : SampHsk(hsk = (sq, 55, $3), X) :
| ! ! k = hpk" ) = 81,85 < 2,
(X, W) L, X ) -1 : :
$3 = ay (a8 + ay8, + azs3 — a;5] — ayS5)
8E€BG,g =88 =88 =28 ,
Key Equivocability: x = (x;, x5, x3) = (g, &, , &3)
%ZGXGXG hSk=(S1,S2,S3)
Z ={(8/8-8)} hsk' = (51,53, 53) o
Z =18 8.8 :w#w) hpk = g,'8,°85° = &,'8,°8;

k= x'x,2x0° = hpkwg?(w"m



Key-Equivocable Hash Proof System from DDH

KeyGen(l’l) : SecEv(hsk = (51, 55, 83), X = (X1, X, X3)) :
hsk = (51, 5, 83) < Z; k= X1,
hpk = g/'g,°8;’
PubEv(hpk, x, w) : SampHsk(hsk = (sq, 55, $3), X) :
' ! ! k = hpk" ) = 81,85 < 2,

(xp,w) A, X ~1
L 1 53 = a; (a18) + Ay, + a383 — a15] — 4,S5)

ds

gE€G g =g%8=8"8=¢

X =GXGXG
2 =1{(88,8)}
={(g". g, g¥) :w#w)} DCR-Based Instantiation

https://eprint.iacr.org/2021/1268
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Security for PKE Schemes Opening Security in the Random
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* Define Weak Bi-Selective Opening  Construct PKE with Weak Bi-
Security for PKE Schemes Selective Opening Security in the
Plain Model
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